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Å Conduct research and usability 
testing at the intersection of 
cybersecurity and human factors

Å Provide actionable guidance so that 
the human element can be 
considered in cybersecurity 
decisions, processes, and products

NIST Usable Cybersecurity 

Championing the Human in Cybersecurity
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Usable Cybersecurity Projects

Past Efforts

Å Authentication

Å Security & privacy perceptions

Å Cryptographic development

Å Social media privacy

Current Efforts

Å Youth passwords & security

Å Phishing difficulty & 
susceptibility

Å Smart home security & privacy

Å Security adoption & awareness
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Problem

Correct, secure crypto implementation can be hard
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¸ƻǳ ŎŀƴΩǘ ƳŀƪŜ ǎȅǎǘŜƳǎ ǎŜŎǳǊŜ ōȅ ǘŀŎƪƛƴƎ ƻƴ ŎǊȅǇǘƻƎǊŀǇƘȅ 
as an afterthought. You have to know what you are doing 

every step of the way, from conception to installation.

-- Bruce Schneier, Why cryptography is harder than it looks 

https://www.schneier.com/essays/archives/1997/01/why_cryptography_is.html


Purpose

To develop a deeper understanding of 
ƻǊƎŀƴƛȊŀǘƛƻƴǎΩ ǇǊŀŎǘƛŎŜǎ ŀƴŘ ŀǎǎƻŎƛŀǘŜŘ ŎƘŀƭƭŜƴƎŜǎ 

when developing and testing products that use 
cryptography
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Research Questions

Å What are the cryptographic development and testing 
practices of organizations?

Å What challenges do organizations encounter while 
developing and testing cryptographic products?

Å What cryptographic resources (e.g., standards, certifications, 
libraries, documentation) do these organizations use, and 
what are their reasons for choosing these?
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Methodology

Å Interview study of 29 representatives from 21 
organizations that develop products that use 
cryptography

Å Interview questions

Á Professional background and org information

Á Development and testing practices

Á Challenges

Á Use of and suggested improvements to crypto 
resources 
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Organizations

Å Varying sizes

Å All developed either a security 
product that used crypto or a 
non-security product that heavily 
relied upon crypto to protect it

Å Hardware and software products

Å Customers included home 
consumers, internal org groups, 
orgs/companies in multiple 
sectors
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micro (<10)

small (10-99)

medium (100-999)

large (1,000-9,999)

very large (10,000+)

Represented Organizations by Size (# employees)



Participants

Å All had 10+ years of experience

Å At least one from each org either 
currently worked on crypto/security as 
major component of their jobs or had 
worked on crypto extensively in the 
past

Å All had STEM degrees, but most had 
learned crypto on-the-job

Å 4 had been involved in crypto standards 
groups



Overarching Theme

Compared to developer populations in prior studies, 
the organizations in our study appeared to have a 
stronger security culture and were more mature in 

their crypto and security experiences.  

These security mindsets permeated the entire 
development process as they informed selection of 

crypto resources and rigorous development practices.



Security Mindset Characteristics



Emphasis on Experience and Maturity

The level of education somebody needs to attain to be effective 
ŀǘ ŘƻƛƴƎ ŎǊȅǇǘƻ ƛǎ ǊŜƭŀǘƛǾŜƭȅ ƘƛƎƘΦ {ƻΣ ƛǘΩǎ ƴƻǘ ƭƛƪŜ L Ŏŀƴ Ǉǳǘ 

ǎƻƳŜōƻŘȅ ǿƘƻΩǎ ŦǊŜǎƘ ƻǳǘ ƻŦ ǎŎƘƻƻƭ ƻƴ ǎƻƳŜǘƘƛƴƎ ŀƴŘ ŜȄǇŜŎǘ 
good results.
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Recognition of the Complexity of Cryptography

/ǊȅǇǘƻ ŀƭƎƻǊƛǘƘƳǎ ŀǊŜ ŀƭǊŜŀŘȅ ǾŜǊȅ ƘƛƎƘƭȅ ƻǇǘƛƳƛȊŜŘΧLǘΩǎ ƭƛƪŜ 
balancing a supertanker on a 40,000-foot-high razor blade, and 
if you make one small change, you destroy the performance. If 

you make it the other way, you just destroy the security.



Security Culture

All engineers get 
training on secure 

design, and we make 
it a big deal in the 

company.

We take smart people 
who care about doing 
good work, and we 

foster an environment 
ǿƘŜǊŜ ǘƘŜȅΩǊŜ ƴƻǘ 
afraid to receive 

constructive criticism.

Being a small 
ŎƻƳǇŀƴȅΣ ǿŜΩǊŜ 
trying to gain 
ŎǊŜŘƛōƛƭƛǘȅΧ²Ŝ 

cannot afford for this 
thing not to work 

properly.
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Commitment to 
security

Perpetuating a security 
mindset

{ƛȊŜ ŘƻŜǎƴΩǘ ƳŀǘǘŜǊ



Selection of Resources



Standards

The standards were a 
challenge to use because 
they were very divorced 
from the implementation 
day-to-day details that I 
ŜƴŎƻǳƴǘŜǊ ǿƘŜƴ LΩƳ 
trying to plug all the 

pieces together.

But they can be 
difficult to use.

The standard, because 
ƛǘΩǎ ƻǳǘ ǘƘŜǊŜ ŀƴŘ 

ŜǾŜǊȅōƻŘȅΩǎ ƭƻƻƪƛƴƎ ŀǘ ƛǘ 
and testing it, we depend 
on that as kind of a layer 

of security.

Standards are vetted 
and provide assurance.



Certifications

CLt{ мпл ƛǎΧƴƻǘ ŦƻŎǳǎŜŘ 
on how to use crypto 
ǎŜŎǳǊŜƭȅΦ LǘΩǎ ŦƻŎǳǎŜŘ ƻƴ 
how to safely provide 
crypto functionality.

Others are more 
skeptical about the 

value of certifications.

You have a lot of 
assurance that 

ŜǾŜǊȅǘƘƛƴƎΩǎ ƎƻƛƴƎ ǘƻ ōŜ 
tested and get that nice, 
kind of warm and fuzzy.

Some orgs believe 
certifications 

provide assurance.



Third-Party Implementations

ώ/ǊȅǇǘƻ ƭƛōǊŀǊƛŜǎϐ ƛƴ ƎŜƴŜǊŀƭ ŘƻƴΩǘ ǇǊƻǾƛŘŜ ŜƴƻǳƎƘ ǘƻ ōŜ ŀōƭŜ ǘƻ 
ǳǎŜ ǘƘŜƳ ŎƻǊǊŜŎǘƭȅ ƻǳǘ ƻŦ ǘƘŜ ōƻȄΧ.ǳǘ ǘƘŜǊŜΩǎ Ƴŀƴȅ ƻǳǘ ǘƘŜǊŜ 
ǘƘŀǘ ǘƘƛƴƪ ǘƘŀǘ ǘƘŜȅ Ŏŀƴ Ƨǳǎǘ ǳǎŜ !9{Φ άL ƛƴŎƭǳŘŜŘ ƛǘ ŀƴŘ LΩƳ ǳǎƛƴƎ 

ƛǘΦέ .ǳǘ LΩƳ ƴƻǘ ǳǎƛƴƎ ƛǘ ŎƻǊǊŜŎǘƭȅΣ ŀƴŘ ǘƘŜƴ LΩƳ ƭŜŀǾƛƴƎ 
myself open to attack.



Academic & Research Resources

²Ŝ ŘƻƴΩǘ ǊŜŦŜǊŜƴŎŜ ŀŎŀŘŜƳƛŎ ǇŀǇŜǊǎΦ ¢ƘŜȅΩǊŜ ƴƻǘ ǿƘŜǊŜ ǿŜ ŀǊŜ 
ƛƴ ǳƴŘŜǊǎǘŀƴŘƛƴƎ ǘƘŜ ǘŜǎǘ ǇǊƻōƭŜƳΧ

¢ƘŜǊŜΩǎ ŀ ǎƛȄ-year gap between the methods that we developed 
being identified in academia.



Development & Testing Rigor



Formal Processes

We have architects that do security reviews, that do threat 
ƳƻŘŜƭƛƴƎΦ !ƴŘ ƛǘΩǎ ƴƻǘ Ƨǳǎǘ ŀōƻǳǘ ǘƘŜ ŎǊȅǇǘƻ ōǳǘ ƳƻǊŜ ƛƴ ƎŜƴŜǊŀƭΣ 
how do you use the product? Who gets to do what? What are 
the risks? How do we mitigate those risks?...And one of the 
ƛǘŜƳǎ ŦƻǊ ǘƘŜ ŜƴƎƛƴŜŜǊƛƴƎ ƎŀǘŜ ǊŜƭŜŀǎŜ ƛǎ ƳŀƪƛƴƎ ǎǳǊŜΧǿŜ 

mitigated anything that needs to be mitigated.



Development & Testing Challenges

Å Time to market vs. security

Å Vulnerability testing

Å Longevity of products

Å Product updates

Å Test vectors

Å Keeping up with standards

Å Multiple platforms



Takeaways



Contributions

Å Explores crypto development practices and security mindsets in 
organizationsfrom viewpoint of those with extensive experience in the 
field

Å Provides systematic validation to anecdotal point that good crypto is 
the result of a concerted effort

Å Aids in transferring lessons learned from more security-mature orgs to 
the broader development community

Å Suggests usability improvements for crypto resources



NISTIR 8241

Organizational 
Views of NIST 
Cryptographic 
Standards and 

Testing and 
Validation Programs



NIST Crypto Standards

Å Benefits

Å Solid implementation basis

Å Quality

Å Challenges

Å Complexity

Å Lack of context

Å Updates to standards

Å Inadequate test data/vectors



NIST Testing/Validation Programs & Certifications

Å Benefits

Å Added assurance/confidence

Å Customer acceptance

Å Challenges

Å Complexity of requirements

Å Resource burden

Å Perceptions of lack of value added

Å Product updates

Å Certification status of third-party components



Education and Awareness

aŀȅōŜ ǘƘŜǊŜΩǎ ŀ ǎŜǊƛŜǎ ƻŦ 
ŎǊȅǇǘƻ ŦƻǊ ōŜƎƛƴƴŜǊǎΧL ōŜǘ 

NIST has a ton of experts that 
they could either do this in 
slides or a video. And then 
ƳŀȅōŜ ǘƘƻǎŜ ŦƻƭƪǎΧǿƻǳƭŘ 

actually kind of get guided up, 
ŀƴŘ ǘƘŜƴ ǘƘŜȅΩƭƭ ŦƛƎǳǊŜ ƻǳǘ Ƙƻǿ 

to get ot the next level.

Developers and 
engineers

What our customers want is 
they ask for FIPS-compliant 
ǎƻŦǘǿŀǊŜΧ¢ƘŜȅ ŘƻƴΩǘ ƳŜƴǘƛƻƴ 
ŀƴȅ ǇŀǊǘƛŎǳƭŀǊ ǇǊƻŦƛƭŜΧ¢ƘŜȅ 
Ƨǳǎǘ ǿŀƴǘ ǘƻ Řƻ CLt{Φ ¢ƘŀǘΩǎ 
what their understanding is.

Product customers



Trust of NIST and Governments

Governments who with 
their consistent attempts 
to make bad standards ς

to impact standards, 
break cryptography ςget 

bad cryptography into 
specs 

But others distrust 
government standards

I'm repeatedly impressed 
by working with people 
at NIST how competent 

they are, and how easy it 
is to work with them 
compared to a lot of 
other organizations.

Many trust and respect 
bL{¢Ωǎ ŜȄǇŜǊǘƛǎŜ



Thank you!



Whitfield Diffie
Pioneer of public -key 

cryptography and 2015 

recipient of Turing Award

https://primetime.bluejeans.com/

a2m/live-event/uvyugstq

https://lnks.gd/l/eyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDEsInVyaSI6ImJwMjpjbGljayIsImJ1bGxldGluX2lkIjoiMjAyMTEyMDMuNDk3MTMyODEiLCJ1cmwiOiJodHRwczovL3ByaW1ldGltZS5ibHVlamVhbnMuY29tL2EybS9saXZlLWV2ZW50L3V2eXVnc3RxIn0.R_Gb11ItzJoyFekwDxMcarZEXkVGhto1p1vZJuq56cw/s/640966378/br/122217372999-l



